Introduction
The output of deep neural networks (DNNs) is highly sensitive to tiny perturbation on input images [23, 5] . Among all methods that generate adversarial examples, iterative attacks [9, 4, 27] strike a better balance between attack effect and efficiency of adversarial example generation. However, there are two severe drawbacks in current mainstream black-box iterative attacks based on substitute model [16] . In the first place, decision boundaries between Figure 1 . Iterative trajectory of Curls. Background is contour of cross entropy. The redder the color, the lower the loss. The consecutive black curve represents decision boundary between category 'snow bird' and 'snail'. Green and purple polylines represent trajectories with simply gradient ascend and Curls iteration with binary search, respectively. Blue and red rings represent the original image x and adversarial example found after binary search. Original image and three adversarial examples on both sides correspond to four rings with the same color as the image border. models in black-box scenario are far apart [11] . Iterative trajectories have difficulties crossing decision boundary of target model with a small noise magnitude, because they are based on monotonic search along the gradient ascent direction of substitute model. This impairs adversarial examples' transferability [11] . In the second place, although noise magnitude determines the performance of attack methods, adversarial examples generated by iterative attacks contain a certain amount of redundant noises that cannot be completely removed by simply increasing the iteration number. A post-iteration refinement mechanism is needed to squeeze out the 'whey' of adversarial noises.
In this paper, we propose Curls & Whey black-box attack. During Curls iteration, we iterate along both the gradient ascent and descent directions of substitute model's loss function, as demonstrated by green and purple polylines in Fig. 1 . The dual-direction setting 'curls' up the iterative trajectories and is hence more likely to cross target model's decision boundary at a closer distance, which effectively enhances the diversity as well as transferability of adversarial examples. Diminishing marginal effect caused by monoton-ically adding noises along the direction of gradient ascent is also weakened. Mechanisms to refine adversarial noises (red arc in Fig. 1 ) and guide initial direction are included at the end and beginning of Curls iteration, respectively.
Whey optimization is applied to further squeeze the magnitude of noise by exploiting adversarial perturbation's robustness. We firstly divide adversarial perturbation into groups according to pixel value and attempt to filter out the noises of each group. Then we distill each pixel in adversarial example stochastically to squeeze out redundant noises little by little. Experiments on Imagenet [18] and Tiny-Imagenet [3] verify that our method generates adversarial examples with higher transferability and smaller perturbation in 2 norm under the same query limitation. We also systematically investigate the influence of each iterative parameter on the performance of the proposed method.
In addition, our method shows strong transferability against ensemble models and adversarially trained models [24] .
Targeted misclassification in black-box scenario has long been considered intractable [11] , for differences on decision boundaries and classification spaces between substitute and target model hampers adversarial examples' penetration from source class to target class. Most existing iterative attacks try to solve this problem by simply replacing gradient descent in untargeted misclassification with gradient ascent towards the target class [9, 4] . In this paper, by integrating interpolation to iterative process, we boost original image into the direction towards the target category and significantly decrease the difficulty of targeted misclassification.
We summarize our contributions as follows:
(1) We bring forward Curls iteration, a black-box attack method aiming at improving diversity of iterative trajectories and transferability of adversarial examples by combining both gradient ascent and gradient descent directions.
(2) We propose Whey optimization, the first noisesqueezing method exploiting robustness of perturbations.
(3) We expand our iterative method to targeted attacks and significantly improve attack effect of iterative methods under black-box scenario.
Related Work
In black-box attack, attackers can only query target model and get the score of each category [14] . One practical solution exploits transferability between two models, i.e., phenomenon that adversarial examples generated by local substitute model can fool the target model [16] . Four existing attacks are introduced in the following.
Fast Gradient Sign Method (FGSM). As a classical one-step attack, FGSM [5] finds the noise's direction by calculating the gradient of cross-entropy loss J(x, y T ):
Iterative FGSM (I-FGSM). I-FGSM [9] splits uppper bound of noise ε into several small step size α and adds noises step by step:
I-FGSM possesses the highest attack effect among all current iterative attacks in white-box scenario. Its main drawback is the diminishing marginal effect of iterative steps. In other words, as the number of iterations t increases and the step size α decreases, keeping adding the iteration step has little improvement on attack effect.
Momentum Iterative FGSM (MI-FGSM). MI-FGSM [4] introduced a momentum term to make the adjustment of the noise-adding direction smoother, but the impact of diminishing marginal effect on iteration number still exists:
Variance-Reduced Iterative FGSM (vr-IGSM). Vr-IGSM [27] uses an averaged gradient of original image with gaussian noises to eliminate local fluctuation in substitute model and therefore improves the transferability.
A series of defense methods have been proposed to improve robustness of target models [15, 10, 12] . Among them, adversarial training [24] and model ensemble are two most widely-used methods. Adversarial training vaccinates against adversarial examples by including them into the training set of target model, while model ensemble reduces specific error made by single model.
Curls & Whey Attack

Notation
An image classifier based on DNN can be represented as N :
where X represents the input space with dimension of W idth × Height × Channel and Y represents the classification space with K categories. A successful adversarial attack changes the original classification result of image classifier, i.e., the target model, after adding as little noise as possible to the original image [26] :
where v refers to the norm used to measure the noise magnitude including 1 , 2 and ∞ norm. In this paper we discuss noise magnitude in 2 norm. Some existing works [28, 29, 4] compare the misclassification rate with a fixed ∞ norm, but we concentrate on the quality of adversarial noises generated by different attacks on one image. Here the black-box attack using substitute model [16] is used to solve the problem that the target model cannot be back propagated. The gradient information at step t refers to the gradient value of the substitute model's loss function J sub , i.e., cross-entropy loss, to adversarial example x t .
Diminishing Marginal Effect on Iteration Steps
Iterative attacks perform well in white-box scenarios, where the transferability is guaranteed to be 100% [13] . However, when attacking against a black-box target model, the drawbacks of iterative attacks gradually expose. First of all, discrepancy on decision boundary burdens transferability between substitute model and target model [25] . Iterative attacks always step toward the direction in which loss function of substitute model increases. But there is a huge gap on classification spaces between different models. Their gradient directions may be even orthogonal to each other [11] . Therefore, simply searching for adversarial examples along the gradient ascent direction of the substitute model may no longer be suitable for black-box attacks.
What's more, diminishing marginal effect on the number of iterations exists. Now assume that in order to minimize the noise magnitude, the step size α of each step is inversely proportional to the total iteration numbers. In I-FGSM, when the number of iterations T increases by 1, the marginal gain for the decrease in the noise magnitude is
In general, as T increases and the single step size shortens, the iterative trajectory tends to be consistent and smooth and gradually converges, as shown in Fig. 2 . Considering that the number of queries to the target model in black-box attack is also limited, increasing the iteration number has little effect on adversarial noise reducing if the iteration number is already high.
Curls Iteration
Iterative trajectories of current iterative attacks in blackbox scenario are monotonic. First, monotonically employing gradient ascent along substitute model's loss function is more likely to bring iterative trajectories into local optimum of substitute model, rather than passing through the decision boundary of target model. Second, simply relying on transferability between substitute model and target model, but ignoring the feedback of target model after each query makes the iterative trajectories lack adaptability.
To 'curl' up and diversify the iterative trajectory may be a more cost-effective solution [19] . Fig. 1 shows one possible distribution of target model loss function. In the case that loss function rises slowly along the direction of gradient ascend, like the green trajectory, it may be possible to find a shortcut across the decision boundary from a nearby starting point, as shown by the purple polyline in Fig. 1 . We abandon the monotonic search strategy base on gradient ascend to increase the diversity of iterative trajectories:
where J sub (x t ) and J(x t ) represent the cross entropy loss of adversarial example x t on the substitute model and the target model, respectively. First, update the original image for one step along the direction of gradient descent. When the cross entropy loss of current adversarial example on target model is lower than the previous step, usually the 'valley floor', i.e., the local minimum of loss function has not yet been reached. Therefore, when the loss on the target model is still declining, continue to update along the direction of gradient descend, and vice versa. We regard this 'first go down then go up' iterative method as Curls iteration. On the basis of Curls, we introduce two heuristic strategies before and after each round of iteration. For an image, the closest adversarial examples are more likely to distribute in roughly the same direction in the feature space. Therefore, we record and update the average direction of all adversarial examples of one image,R, and add a vector pointing to this direction in the first step when calculating gradients for each round:
Original image x and label y Initial noise magnitude limit ε Iteration step T and variance of gaussian noise s
Step size α and binary search step bs Output: Adversarial example x 
Calculate gradient on substitute model 7:
9:
if downhill = T rue and J(x
end if
updateR by Eqn. (12) 15: Since the iterative trajectory cannot be a straight line in the high-dimensional feature space, situation shown in the red arcs in Fig. 1 exists: there are adversarial examples with smaller 2 distance between the adversarial example found and original image. We perform binary search between original image x and adversarial example x after each round to fully exploit the potential of this round:
In the actual implementation of Curls iteration, in order to prevent the oscillation of adversarial noise update, we do not directly determine the gradient symbol on account of target model's loss function, but divide each iterative round into two stages. In the first stage, carry out gradient descend to the original image. Once the cross entropy on target model is lower than the previous step, the second stage starts and carries out gradient ascend until the last step. At the same time, the normal iterative trajectory of direct gradient ascent is performed simultaneously. In addition, inspired by vr-IGSM [27] , we add gaussian noise to image in gradient calculation process to improve the transferability. Algorithm 1 details Curls iteration.
Whey Optimization
Usually an iterative attack ends as soon as it finds adversarial example or runs out of iteration number. However, adversarial examples generated may still contain redundant 'whey' noises after iteration. Or the maximum extent to which noises can be reduced, while ensuring the adversarial example can still fool the target model [1] :
where x, x and x • refers to original image, adversarial example found by now and the closest adversarial example to the original image, respectively.
Since binary search between x and x is already performed, adversarial examples with less redundant noises are more likely to exist in a linearly independent direction with respect to x − x. We propose Whey optimization to squeeze out the remaining 'whey' of redundant noises in black-box attack. Whey optimization maintains a balance between noise-squeezing amplitude and the number of squeezes. Squeezing excessive noises at a time may return adversarial examples to the original category. Nevertheless, an incremental squeeze makes it impossible for optimization to complete within a limited number of queries. A compromise solution is to divide adversarial noises into groups first, then try to reduce noise magnitude group by group:
where z is the noise, L(V, t) represents number with the t th largest absolute value in pixel value set V : 
if N (z) = y then 7: Cancel the update of this step 8: end if Generate a random mask same shape as the image
else.
13:
if N (z) = y then 15: Cancel the update of this step 16: end if of each pixel to 0 with probability of δ:
where mask is the same shape as z. Algorithm 2 gives the detail of Whey optimization.
Targeted Attack
Unlike untargeted attack, targeted attack requires not only the adversarial example be misclassified by the target model, but also it can be misclassified into the specified category. This is especially difficult in black-box attack because the decision boundaries between different models vary greatly, and the gradient direction are even orthogonal to each other [11] . Even if the update of each step is changed from gradient ascend with respect to the original category J sub (x , y ori ) to gradient descend with respect to the target category − J sub (x , y target ) [4] , an iterative trajectory from original image is almost impossible to reach the target category space, due to the difference in gradient values between target model and substitute model.
We abandon the 'start from scratch' strategy and integrate interpolation to the iterative attack to get a better initial update direction. First, we collect a legitimate image x T that can be classified into the target category by the target model. Second, we use binary search to find an image x 0 between the original image x and x T , making sure that x 0 can also be classified into the target category. After that, we use x 0 to guide the first gradient ascent step starting from x:
where 0 < s < 1 indicates the interpolation coefficient determined by binary search. In this way, we boost original example into the direction towards the target category. After the first boosting step, we continue to apply Curls&Whey attack as in untargeted attacks.
Experiments 4.1. Experiment Settings
All our experiments are performed on Tiny-Imagenet used in NIPS 2018 Adversarial Vision Challenge [3] and Imagenet [18] , with image shape of 64 × 64 × 3 and 224 × 224 × 3, respectively. Imagenet contains 1000 image categories. We picked 10000 images from its validation set that can be correctly classified by all target models, 10 images for each category. As for Tiny-Imagenet with 200 image categories, we choose 2000 images, 10 images for each category. 8 neural network models with different structures are compared: resnet-18 [6] , resnet-101, inception v3 [22] , inception-resnet v2 [21] , nasnet [30] , densenet-161 [8] , vgg19-bn [20] , senet-154 [7] .
We implement our black-box iterative attack on Foolbox [17] framework. In order to accurately measure the attack effect of each method, a large loop for determining ε is added outside the iterative process. For evaluation criterion, we choose the median and average size of adversarial perturbation transferred from substitute model to target model, as applied in NIPS 2018 Adversarial Vision Challenge [3] :
where sub and N represent substitute model and target model, respectively. x is an original image in the test set X. x * is the adversarial example found that is closest to x. d(x, x * ) returns the 2 distance between x and x * . A smaller 2 distance indicates a stronger attack effect and higher the transferability of generated adversarial examples.
Black-box Attack on Multiple Models
We report the median and average adversarial perturbation on Tiny-Imagenet in Table 1 . In this 4 × 4 matrix, each element represents the result of substitute model of this row against the target model of this column over the entire 2000 images. Elements on diagonal are results of white-box attacks (marked in italics). Fig. 4 shows median perturbation on three target models when using vgg19-bn as substitute model. More experiments on Imagenet can be found in supplemental material. For each pair of substitute and target model, we compare our methods (Curls&Whey as well as Curls only) with FGSM [5] and three other iterative attacks, I-FGSM [9] , MI-FGSM [4] and vr-IGSM [27] . Since 2 norm is used to measure noise magnitude, we no longer use sign function to update adversarial examples. For the fairness of comparison, the number of queries to the target model is basically equal for the iterative attacks. Table 2 reports parameters related to query number, including iterative round number T 0 , iteration step T , binary search step bs, max attemp number for two squeeze steps in Whey optimization T 1 and T 2 . The total query number for our method is T 0 ×(T +bs)×2+T 1 +T 2 , and T 0 ×T for other iterative methods. The initial noise magnitude ε and stepsize α are 0.3 and 1/2T , respectively. For variance of gaussian noise in vr-IGSM and our method, we set s = 1. It can be seen from Table 1 that Curls&Whey achieves smaller median noise magnitude in 2 norm than all other methods, and smaller average magnitude than most other methods, on black-box attacks, i.e., off-diagonal elements. With the diversification of iterative trajectories and squeeze of redundant noises, noises are reduced by 20%-30%, in some cases even 40%, over most model combinations. Curls iteration alone also outperforms existing methods in almost all black-box attacks. Due to gaussian noises in gradient-calculating process, noise magnitude of our methods are slightly higher than I-FGSM in white-box attacks, where transferability is no need to be considered. However, white-box noise of our method is still smaller than that of vr-IGSM, which validates the effectiveness of Whey optimization. Fig. 5 shows adversarial examples crafted on two datasets. Curls & Whey achieves targeted and untargeted misclassification with nearly imperceptible noises.
Ablation Study
Here we investigate influence of iteration step T , binary search step bs and variance of gaussian noise s to blackbox attack effect. We use inception-resnet v2 and inception v3 as substitute and target model, respectively. Results on Tiny-Imagenet under different T , s and bs is shown in Fig. 3 . As discussed in Section 3, although T is negatively correlated with noise magnitude, diminishing marginal effect exists. The noise drop of T = 20 relative to T = 16 is obviously not as great as the drop of T = 8 relative to T = 4. Our method does not simply increase the iteration number, but improve the diversity of iterative trajectories. Therefore, Curls&Whey is able to find adversarial examples with smaller 2 norm with equal queries, and use part of the query to refine adversarial noises.
Variance s is related to the transferability between substitute and target model. The higher the s, the greater the likelihood that adversarial example may transfer from one model to another highly different model. However, as the variance of gaussian noise increases, the proportion of original image in gradient calculation process will gradually decrease, resulting in decline in transferability. Therefore, a local minimum appears in the results on different s. As can be seen from Fig. 3 , when using inception-resnet v2 to attack inception v3, the local optimal value of s is around 10.
As for binary search step, a larger bs means more binary search between the adversarial example and original image. As an auxiliary process in Curls iteration, a relatively small bs is sufficient to reduce the noises.
To verify the effectiveness of each part of our attack method, we conduct ablation experiment on Curls&Whey. As can be seen from Table 3 , whether it is Curls iteration, binary search (BS), or two steps in Whey optimization, each component can effectively reduce the noise magnitude.
Targeted Attack Results
For targeted attack, we assign 5 target categories for each image and calculate the 2 distance between original image and adversarial examples of each category. We select one image from the test set that can be classified into target category for interpolation. We choose resnet18 and inceptionv3 as our substitute model and three other models as target models. As shown in Fig. 6 , three existing iterative attacks have difficulties achieving targeted misclassification. Compared to three decision-based attacks, boundary attack [2] , pointwise attack and vanilla interpolation [17] , noise magnitude of our method is also significantly reduced. This confirms the effectiveness of integrating interpolation method into Curls & Whey attack. 
Attack on Defence and Ensemble Models
Adversarial training [24] and model ensemble are two widely used defend methods. In Table 4 , we use resnet18 as substitute models to attack two adversarially trained models (inceptionv3 and inception-resnet v2) and ensemble model consisting of three models. Although defence methods increase the difficulty of adversarial attack compared with Table 1, the noise magnitude of adversarial examples built by Curls & Whey is still much lower than other attacks.
Conclusion
We propose Curls & Whey, a new black-box attack containing Curls iteration and Whey optimization, to diversify 
